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Abstract
The term user-agentified security is introduced in this paper to
refer to users’ security decision making involving an agentic
facilitation in some form. User-centered security has helped
so far in this capacity, though always leaving the final deci-
sion entirely to the end users – (master) passwords are still
out choice and we still decide on what links to click or unso-
licited phone calls to pick. Agentic AI reasoning now offers a
tempting alternative to seize the final decision from users and
forever rid of weak passwords, stolen credentials, or empty
bank accounts. Should this alternative materialize, users will
inevitably move from the central position in security decision
making to consolingly occupy a place “in the loop.” But what
it means to be in the loop with an AI agent when it comes to
security? This paper proposes a research agenda to capture,
define, and elucidate how users, but AI agents too, concep-
tualize user-agentified security. It does also reflects on the
mutual trust as a factor sustaining any combination of roles,
contexts, and tasks taken by users and AI agents in a security
decision making relationship. Doing so, touches upon the
facets of rules, ethics, and societal forces that inevitably shape
the transition from user-centered to user-agentified security.

1 Introduction

If you have a recently updated iOS or an Android smartphone,
you have probably experienced a new “call screening” feature
(see Figure 1). The phone itself picks up the call, asks the
caller a reason for calling and to state your name, and in the
meanwhile, on the locked screen shows a live transcript of the
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call, in case you would like to pick up (alternatively, a warning
summarizing the exact call content). This is user-centered
security at its best: frictions, interventions, and warnings, all
with the goal to offer as much a possible information and buy
as much as feasible time for a user to fend of a potential scam
call. The final decision is still in the hand of the users if they
want to pick up, leave it ring, or let it go to a voice mail (it
could be the doctor’s office, who knows [28]).

(a) iOS

(b) Android

Figure 1: Call Screening Feature

This is not a fully fledged AI agent, yet, but more so an
AI-enabled assistant, one would object. All the same, it does
serve an illustrative purpose to imagine a shift from a “call
screening” assistant to an autonomous AI agent that handles
all calls, scam included, for users. No transcripts, no warnings,
no frictions, but simply a report, preferably once a month over
email, on the number and types of scam calls fended off, with
a brief summary of their content. Better, this AI agent – let’s
call it Wintermute [9] – doesn’t do the job just for voice calls,
but video too (FaceTime, Zoom, etc); fends off face swap
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deepfake calls from what appears to be a scammer posing
as a family member, urgent conferences calls with your boss
calling on supposedly their private number, and so on. Now,
the final decision is actually in the hand of the AI agent – not
the users – and Wintermute decides who deserves the honor
of picking up, who should be treated with a ‘leave it ring,’ or
screened through a voice mail, for a change.

What these two paragraphs captured is the slow, but sure
transition from user-centered to user-agentified security. Em-
ploying usability to minimize the negative outcomes of user
decisions on the overall security of systems [40] has been a
largely successful effort [7], but there is no guarantee that
usability alone could do the job going ahead. The reason is
not that users have a notoriously dreadful track record of poor
security judgments and will keep doing so in the face of what
I call “usAIble security” (the use of AI for usable security
purposes; an example is the aforementioned call screening in-
tervention), but more so the rise of what I see as “artiphishial
intelligence” (the use of any AI for deception purposes; deep-
fake calls, cloned voices, etc. [29]). Making a room for AI
agentification, in addition to usability, does however affects
the users’ security decision making balance – so far, as sole
decision-makers they occupied the center (or the users made
the final decision), but now there are two decision makers, so
the center no longer makes a space for both (where does the
‘buck stop’ for the final decision is an open question).

The goal of this paper, thus, is to proactively pave the way
towards user-agentified security, discussing the concepts, rela-
tionships, ethics, and open questions shaping the renegotiation
of the users’ position in security decision making. My posi-
tion, openly and deliberately, is still ‘user first’ despite the
tempting pull of ‘AI first’ – the shorthand for keeping the
users “in the loop.” The notion of keeping users “in-the-loop”
sets any agentic reasoning explicitly in the center of security
in the sense that the final decision is almost always theirs,
with the users’ “involvement” passive and bound to be eventu-
ally phased out. On the contrary, the “user-agentified security”
sees the users’ involvement in an active regard and they are
here to stay (if not for altruistic, then for liability reasons 1).

User-centered security from the very beginning threw its
weight in designs that fit the users’ (incorrect) “mental models”
or what they conceived of security while balancing against
their poor judgments [4]. Introducing AI agents that could
not just correctly “conceive” of security, but always make per-

1An argument that additionally challenges the reductive “in-the-loop”
framing comes from the way security is embedded in the order of liberal-
democratic societies. Security has never been agreed upon as a public good
and therefore bears a private good, capitalistic connotation, i.e., security is not
free (and someone has to pay for it) [30]. If the “loop” allows security to be
payed for/to the maker of the AI agent replacing the humans as final decision
makers, then any exploit in this protection arrangement would set the maker
liable for the security failure. Makers might pay, but its hard to believe that
agentic security enterprises (read BigTech) would do [11]. Users, as always,
have to stay to pick up the tab. Otherwise, who doesn’t want to replace the
whole security decision making palaver with a $9.99/month “out-of-loop”
Wintermute+ AI agent that does the anti scam/phishing on our behalf?

fectly right judgments turns the “one dimensional” problem
of fitting the mental models to a “two dimensional” one of role
delegation, conflict resolution, improvement, and cooperation.
The “in-the-loop” approach eschews the second dimension
and simply transfers the one dimensional problem from men-
tal to AI modeling. In contrast, the user-agentified security
cares to develop “joint mental models” or “user/agentic men-
tal models.” We might know what users conceive of security,
but we are yet to learn what users conceive of getting to do
security with AI agents. An equally unchartered territory is
what AI agents conceive of users in addition to perfect sys-
tem security. If a loop is established, none of this knowledge
would be able to produced, refined, and ultimately used to-
wards internalizing a proper secure behavior. And we care
for secure behavior because it casts “security as being” rather
than “security as survival” [20] in a life worth living for users
in times of an increasingly AI-constructed reality.

2 Mental Models: It Takes Two to Tango

User-agentified security understands (at least) a two-
dimensional space of mental models between users and agents,
some of which are friends, and some of which are foes, as
shown in Table 1. Humans – abusers, but system designers too
– always thought of ordinary users as the “weakest link in se-
curity“ from the get-go, either that they are exploitable or they
need security to be usable to avoid exploitation [24]. We are
yet to find out what humans think of “usAIble security agents”
though work has been done in the realm of human-agent
teaming that could inform at least the dispositions between
authentic and synthetic personas in collaborative contexts [26].
While AI agents tend to be conceptualized as an ideal dop-
pelgänger version of users [39], security is a real test whether
the strength lies in a user-agentic collaboration. It is espe-
cially important to keep in mind that users would, outside
of security, increasingly see AI as a cohabitant in various
forms of (anthropomorphic) AI clones, so the ‘benefits’ of
user-agentified security might come at a cost/threat of iden-
tity fragmentation, agentic phobia, over-attachments [16], but
also parasociality [18]. A helpful way ahead would be to elicit
these models both in the context of the ‘inner functioning’
and the ‘operations’ of “usAIble security agents” [25].

Table 1: User-Agentified Mental Models of Security

Agents
User UsAIble Artiphishal

User the “weakest
link”?

human-agent
teaming,

doppelgängers

synthetic
content, avatars,

personas

UsAIble a human friend
to aid? an agentic ally? an agentic foe?

Artiphishal a human foe to
exploit? an agentic foe? an agentic ally?
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What users thought of security or the risks associated with
abusing systems was not always the correct representation of
how security [4,36] and the involved technology [33] actually
works. There were always the concepts of physical, medical,
criminal, military, or market models, but these were implicitly
connected to other humans – abusers – that have the intention
to compromized the security, often through exploiting ordi-
nary users. The “artiphishialy intelligent agents” put an extra
premium on deception, both in context of varieties, but also
interaction. What this means is that we are yet to see whether
and how users conceptualize the use of AI for deception –
deepfake content and deepfake personas (represented through
malicious AI avatars) [12]. Evidence is piling up about the
users’ inability to spot a deepfake [3,35], but we yet to gather
an idea of what users make of using these deepfakes in con-
text of phishing or scamming [29]. For some time, users have
been interacting with AI generated avatars or personas, for
example on social media [19] or through Siri, Alexa, and the
likes [27]. But here one is pressed to think about the displace-
ment of trust and intentionality between cases where synthetic
personas make unintentional mistakes [13] an when these are
deliberately made for deception purposes [2].

So far, this is still a very user-centric thinking. What re-
ally is the task ahead of user-agentified security is to think
of what the agents, both friends and foes, would conceive
of the users and their counterparts in (ab)using security of
systems. Are the “usAIbly” friendly ones going to be de-
signed to comply, conflict, challenge, or overrule humans [1]
assuming they don’t hold them in a high (security) regard?
Or the opposite, they would be there to aid (in kind of a
‘second opinion’ style) the hereto chronically poor security
judgments [17]? How much should they help before this aid
becomes counter-productive and the promise of extended cog-
nition becomes not a security, but a problem that manifests in
the users’ cognition elsewhere, from productivity to interper-
sonal relationships [23]? Equally, there is the collaboration
aspect of teaming with other “usAIble security agents” (e.g.,
Wintermute handles my calls, but would it be good to talk
to its email Neuromancer counterpart to spot a coordinated
phish/scam campaign against me?). An allyship seems an
obvious choice, but AI agent providers might not be that cozy
in what would certainly appear as a competitive market for
one-stop-shop of agentic anti-deception services [8].

And then we have the “artiphishally intelligent” yet mali-
cious agents to reckon with. Threat modeling was always the
name of the game in user-centered security, but here we are at
task to ‘model the model’ of the threat. Users are here to be de-
ceived and that might seem increasingly trivial for malicious
AI agents (content, persona, avatars), but what about meeting
their own kind? Deception and manipulation are in the eye of
the beholder, and we always thought of them in the context
of violating the basic principles of security, but would these
‘rules’ be observed in an AI-vs-AI security game [31]? Users,
by the standard account of phishing and scamming, were led

away from beliefs and behaviors about systems. Would this
means that a successful deception by an “artiphishally intelli-
gent” agent would not just violate the security but introduce
doubt, uncertainty, and distrust in the relationship between
users and AI agents? And if so, would they find “partners in
crime” with other “artiphishally intelligent” agents to break
the user-agentified protection relationship?

3 Reflections on Trusting Trust: Who AI You?

The two-dimensionality of the decision-making space natu-
rally demands user-agentified security to reinterpret the trust
disposition of both users and agents in similar regards. Users,
making final security decisions, had little reason not to trust
user-centered interventions (nudges, frictions, warnings, etc.)
as they were deliberately designed not to interfere with the
users’ freedom and final judgment. Leaving the realm of sub-
tle influence towards a full blown decision participation, Ken
Thompson’s rhetorical question places an important premium
on trusting agents, or better, “on the people who wrote the
software that then wrote the agentic security software” [32].

Should the users now, if they want to remain involved in
the security decision making, turn towards a Reganesuque
‘trust, but verify’ outlook towards agents, for starters, and then
to a full blown ‘zero trust’ security disposition (in principle,
not just about authentication)? It seems that such an approach
would be rather burdensome in chasing the possibility of a
‘rogue’ AI agents, and besides, it would be a real challenge for
users to evaluate whether a security judgment was a matter of
false positive/negative classification or a deliberate decision to
undermine security. Again, it is tempting to turn to the “loop”
as a way of offloading this burden from users, though this puts
an unrealistic expectation that the AI agents will always get
security right. As things stand, users might be ‘fooled once’
if their security AI guardian fails (shame on them), but hardly
‘fooled twice’ as then trust is rather lost (shame on us).

This highlights the critical role usability played vis-à-vis
security as it brought both convenience but also established
trust in usable security interventions. If users have to replace
their final decision making role with a role of verification and
audit of AI agents, then the benefit of supposedly improved
security decision making is not worth neither the cost of mo-
tivation nor the investment in doing user-agentified security
right in the first place. Historically, though, user-centered se-
curity has also been into a position to earn the trust of users,
both because they felt they will be sold short on the security
mechanisms’ correctness side and on the convenience side
too [37]. The long road to trusting user-centered interventions
is paved with failures, such as the attempt to ensure correct-
ness (or “openness”) of PGP for user email encryption. While
it came to a too high of a convenience cost (despite its cor-
rectness), rendering it pretty much unusable [38], it did show
that allowing for redundancy (reproducibility), that is, being
open could earn the hearts and minds of users.
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Users don’t have to verify every agentic decision and a
suspected outcome could be traced back to at least a ‘bad
faith’ agentic release, akin to Ubuntu and Linux distribution
openness, for example. This does, however, indicates that user-
agentified security begets a broader community or users to
succeed, something that is in tensions with the hereto individ-
ualistic (and market, of course) nature of the user-centered
security. Not to mistake the forest for the trees, the goal, at
least for now, is to demonstrate that agents are trustful deci-
sion makers shoulder-to-shoulder with users. So the idea of
openness is at least worthy of considering open-source agents
for user-agentified security as a good test of the whole idea
from moving away from the center, at least for now. AI does
have roots in open source so there is a basis for trying so [14].

4 Social Order: Green Dollars and Red Tape

Enthusiastic as the open source road might be, when it comes
to AI does always leads to closed gates, as a the societal order
makes no room for free infrastructure, storage, training and so.
It would be nice to see commodified “usAIble security agents,”
but a more realistic rendition of the user-agentified dynamics
is an oligopolistic, winner-takes-all outcome [21] where the
makers that provide the current user-centered security would
do so in the next iteration (plus, obviously, some new “dis-
ruptors”). And where there is (security) BigTech, there is the
attention of the regulators, advocates (privacy, yes), policy
makers, national security planners, among many.

So far, the tensions revolved around “human (more fittingly,
consumer) rights” but now we have two entities that render
security decisions that are in position to demand rights. First
question is, who is going to be liable when a phishing email
or a scam call actually results in a breach of a company? Next,
one natural wonders what would happen with the consumer
protections. Would FTC, FCC, and the likes of any ‘commis-
sion’ be keeping an eye on the users or now they have agents
to represent and cater to too? With standardization, then, one
also reckons whether we would see a NIST “special publica-
tion” dedicated to AI agentic security only2, or a full gamut
of relationships, roles, conflicts and conflict resolution, and
user-agentic cooperation policies that involve the users too?
Critical infrastructure also comes to mind and CISA, so far,
has issued an advisory on a ‘careful adoption‘ but this tell us
little about what and how the user-agetified life looks a like
when protecting the national security 3

User-agentified privacy surely deserves an entire treatise in
equal measures as one thing was, in the past, to get privacy
breached, infringed, and contravened by an external identity,
context or no context [22], but an entire different game is when
this happens by an internal one, in a form of an AI agent. As
this is a two-way street, regulation would be in the hot seat

2Open for RFCs: AI Agent Standards Initiative
3Careful Adoption of Agentic AI services

facing pressure from the neoliberal order that seek AI agents
in the security decision making process for profit purposes.
Objections to security and privacy regulation would inevitably
crop up [11] to define what the users (read markets) really
like and expect from the agentificaiton of the user-centered
protections. User-agentified security implementations would,
by the virtue of agentic participation, would push regulations
to consider removing barriers to entry or effectively endorsing
the right of an AI agent to participate in a security decision
making from the get-go with a well thought-out playbook,
but then, it would have to balance out for the user rights that
might eventually clash with this endorsement. If this is too
convoluted, regulation might even push for incentives where
the user involvement is eschewed in favor of full a agentic-to-
agentic, post-user security altogether.

Investment in cybersecurity is what shapes even the cur-
rent usability offerings for users so one could expect for this
to be the case too. The cautionary tale of passwords giving
way to passkeys [15], in its core, its not just about the im-
portance of usability or correctness but more so about the
fact that even security is touched by the ‘invisible hand’ of
the markets. A reflection back on the (regulatory) evolution
on what constitutes a ‘strong password’ and strict ‘password
composition policies’ [10] shows that usability was never a
bet for investment [6] and instead market entrepreneurs have
put their money where the ‘hack’ is, i.e., intrusion detection,
monitoring, DevOps, and such. What this tells about user-
agentified security is that the agentic evolution might impose
opportunity costs on a post-user security where agents need
not to bother with users and all. Even if regulation deems
user-agentified security as a ‘safe harbor’ for liabilities, it
might well reflect, as past have shown, an artificial (what an
linguistic irony) rather than a natural scarcity of security.

5 Ethics: The User is Dead, Long Live the User!

The case for keeping the users’ hold on the final security
decision in the treatise of the user-agentified security was
driven towards the preservation of moral autonomy in the
face of what might eventually morph into an ‘algorithmic
autonomy’ [34]. An agentic help would inevitably mimic
an ‘exert’ version of the user and doing so runs the risk of
undermining the users’ autonomy but also dignity to make
mistakes, even security ones, on their own terms [5]. Users’
liberty and anonymity are at stakes too, as “usAIble security
agents,” despite the best of intentions, would be provisioned
by private market entities that would be tempted (or simply
compelled by governments) to glean into the personal infor-
mation of users for the sake of security. Fairness as a value
does require a thorough look at the distributional effects of
the new decision making partnership (bias, of course). If users
always pick up the tab of security failures, then so much for
the justice legitimatizing user-agentified security as a worthy
successor of the user-centered one.
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