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Abstract
Human–AI collaboration is becoming central to cybersecurity
operations. These systems promise speed and scalability, but
also create an oversight paradox: humans are expected to
supervise AI-assisted workflows, while the same workflows
may reduce their opportunities to practice the skills needed for
meaningful intervention. This creates a risk of skill atrophy,
whose consequences are especially acute in a high-stakes
domain such as cybersecurity. Analysts need to retain the
skills to intervene when automation fails; otherwise, errors
can escalate into serious security incidents. This position
paper advocates for an atrophy-aware lens for human–AI
security teaming, centered on competency risk: the risk that
AI assistance reduces practice of skills humans must retain for
effective oversight. The paper proposes preliminary design
mechanisms including competency-risk task classification,
recurring AI-off and AI-degraded drills, and reflection tools
that make AI reliance visible. Treating skill retention as an
operational requirement can help ensure that AI improves
cybersecurity work without eroding the human expertise.

1 Introduction: The Oversight Paradox

Human–AI collaboration is becoming central to cybersecurity
work. AI systems can summarize alerts, correlate telemetry,
explain commands, draft incident reports, and recommend
next steps [15, 25]. Agentic systems may soon be able to
query infrastructure, modify configurations, open tickets, run
playbooks, and coordinate response actions [9, 27]. This au-
tomation is often presented as a way to reduce heavy work-
loads and help deal with a shortage of cybersecurity experts.
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Yet this framing hides a tension. The more AI systems
perform routine and cognitively demanding parts of secu-
rity work, the fewer opportunities humans may have to prac-
tice the skills needed to supervise those systems. This is
especially problematic because human oversight is still ex-
pected precisely when AI fails: erroneous outcomes, during
novel attacks, ambiguous evidence, or adversarial manipula-
tion [6, 21, 23]. A “human-in-the-loop” may not be able to
effectively oversee security workflows if they lose the ability
to reason through tasks without external assistance. Another
key concern is automation surprise, when an operator’s un-
derstanding of an automated system diverges from its actual
state or actions, leaving the operator unsure how the system
reached its current mode or how to intervene [24]. Skill at-
rophy may compound this problem: analysts may lack both
the practiced ability to take over manually and the situational
awareness needed to reconstruct what the AI has done. This
critical dimension of human–AI collaboration remains under-
studied and should receive greater attention in cybersecurity
research and discourse.

This position paper examines the risk of skill atrophy aris-
ing from such sustained reliance on AI systems [20]. Skill
atrophy refers to the gradual weakening of a person’s ability
to perform a task because they practice it less often. This
has become a growing concern across domains as AI sys-
tems are increasingly used to support or replace cognitive
work [7, 8, 22]. In AI-assisted cybersecurity workflows, skill
atrophy may occur when analysts repeatedly delegate parts
of security reasoning, such as interpreting alerts, generating
hypotheses, tracing evidence, or planning responses, to AI
systems. Over time, humans may remain responsible for over-
sight while receiving fewer opportunities to practice the re-
quired skills. This paper argues that skill atrophy should there-
fore be treated as a key constraint for sustainable human–AI
teaming in cybersecurity. The central position is simple: crit-
ical skill retention is a requirement for meaningful human
oversight. I propose a atrophy-aware lens for designing secu-
rity workflows that preserve human competence while still
taking advantage of AI-enabled automation.



2 Skill Atrophy as a Security Risk

The risk that automation can weaken human performance
is not new. Classic work shows that automation can leave
humans responsible for failures while reducing their routine
involvement and situation awareness [3, 6]. People may also
over-rely on automation, avoid it, or be placed in poorly de-
signed roles [17]; these patterns can lead to complacency and
automation bias, where users monitor less carefully or accept
recommendations too readily [16].

Recent work suggests that these concerns extend to AI-
assisted work. Rinta-Kahila et al. show how cognitive au-
tomation can cause skill erosion through reliance, compla-
cency, and reduced mindful performance [19]. Macnamara et
al. argue that AI assistance can accelerate skill decay among
experts and hinder skill acquisition among learners, while also
making these effects difficult for users to notice [12]. Gener-
ative AI intensifies this concern because it does not merely
retrieve information; it produces plausible analyses, expla-
nations, code, and recommendations [22]. Lee et al. found
that GenAI use can reduce perceived critical-thinking effort,
especially when users are confident in the system [11], while
early work on AI-assisted coding and writing suggests a ten-
sion between productivity and skill formation [8]. This risk
may become more acute as cybersecurity systems become
increasingly agentic [9,27]. As AI systems take on more plan-
ning, prioritization, and response tasks, humans may have
fewer opportunities to practice the reasoning skills needed to
validate, override, or recover from AI-driven actions.

This motivates an important stance: in security-critical
domains, human–AI workflows should be designed not only
for efficiency, but also for skill preservation. The field of cy-
bersecurity is adversarial, uncertain, and constantly evolving.
Analysts must often reason from incomplete evidence, gen-
erate threat hypotheses, identify deception, trace evidence
across systems, and make decisions under time pressure. The
skills that are likely to atrophy under heavy AI assistance are
also the skills most needed when AI recommendations are
wrong, incomplete, or manipulated. If AI systems reduce op-
portunities to practice these skills, then skill atrophy becomes
more than an individual productivity concern; it becomes an
operational security risk, making human oversight present in
the workflow but weak in practice.

3 Risk Preservation in Human-AI Teaming

Human–AI interaction research has long studied how to make
AI systems useful, understandable, controllable, and appro-
priately integrated into human work. For example, Amershi
et al. provide guidelines for supporting users across different
stages of interaction, including setting expectations before
use, supporting effective interaction during use, enabling cor-
rection when systems fail, and adapting appropriately over
time [1]. In cybersecurity, related work has begun to classify

both the work humans do and the ways AI may support it.
The NICE Framework decomposes cybersecurity work into
roles, tasks, knowledge, skills, and competency areas [18],
while recent SOC-focused frameworks classify human–AI
collaboration by autonomy level, trust thresholds, human-in-
the-loop roles, and teaming paradigms [13, 15]. Other work
maps where AI and LLMs can support security operations,
such as alert triage, threat intelligence, vulnerability analysis,
anomaly detection, incident response, and analyst commu-
nication [4, 25,26]. Broader human-in-the-loop taxonomies
also help describe where and how humans participate in AI
systems [10]. Together, these frameworks help answer im-
portant questions: what cybersecurity tasks exist, where AI
can be applied, how much autonomy AI should have, and
how humans should remain involved. These perspectives are
useful but incomplete for the problem of skill atrophy. How-
ever, they do not ask what human capabilities may weaken
when AI repeatedly performs parts of the work. This section
therefore introduces competency risk as a missing dimension
for classifying AI-assisted cybersecurity workflows.

Rather than proposing a new taxonomy, this paper pro-
poses a novel competency-risk lens for evaluating AI-assisted
workflows. A task should be assessed not only by whether
AI can perform it accurately, cheaply, or quickly, but also by
whether repeated delegation reduces practice of a critical skill
humans must retain for effective oversight, recovery, or threat
response. Competency risk therefore depends on how impor-
tant the human skill is, how often AI performs it, and whether
the workflow still gives humans chances to practice it.

4 Designing Atrophy-Aware Teaming

The goal of this paper is not to argue that competency-critical
tasks should never be automated because AI assistance can be
useful or even necessary to manage scale, speed, and complex-
ity. Rather, the claim is that when such tasks are automated or
heavily AI-assisted, workflows should include compensating
mechanisms that preserve the underlying human skill. Below
are some possible mechanisms that can preserve skill and
competency in Human–AI collaborative security workflows.

Classify tasks by competency risk. Security teams can be-
gin by breaking existing workflows into smaller tasks and eval-
uating each task not only by automation feasibility, but also
by competency risk. Table 1 provides a preliminary schema
for this evaluation. The goal is not to assign fixed labels to
specific cybersecurity tasks, but to help teams ask where each
task falls based on two dimensions: how important the under-
lying human skill is, and how much that skill is delegated to
AI. Tasks with low competency criticality and low delegation
may require little intervention, while tasks with high com-
petency criticality and high delegation may require stronger
human involvement, periodic unaided practice, or other skill-



Low AI delegation High AI delegation

Low competency
criticality

Low atrophy con-
cern: AI use is
unlikely to weaken
skills needed for
oversight or recov-
ery.

Efficiency-oriented
automation: mon-
itor for errors, but
skill-retention risk is
limited.

High compe-
tency criticality

Skill-preserving as-
sistance: AI can sup-
port the task while
humans still practice
core reasoning.

High atrophy con-
cern: workflows
should include
compensating mech-
anisms to preserve
human skill.

Table 1: A conceptual schema for assessing competency risk
in AI-assisted cybersecurity workflows. Competency risk in-
creases when a task depends on skills humans must retain,
and those skills are frequently or fully delegated to AI.

preserving mechanisms. This classification can be layered on
top of existing frameworks that already describe cybersecurity
work roles, SOC workflows, or AI autonomy levels.

Incorporate recurring AI-off and AI-degraded practice.
If organizations expect analysts to intervene when AI systems
fail, they must also give analysts recurring opportunities to
practice intervening without those systems. Many tasks be-
come less frequently practiced as AI systems take over routine
sensemaking, summarization, and recommendation. Without
deliberate practice, analysts may remain formally responsible
for oversight while losing the ability to provide it.

Security teams already use various exercises, simulations,
incident-response drills, and CTF-style challenges. These
practices can be adapted into AI-off or AI-degraded exercises.
In an AI-off drill, analysts complete selected tasks without
AI assistance. In an AI-degraded drill, analysts may use an
AI system that is intentionally incomplete, uncertain, or oc-
casionally wrong, forcing them to detect errors, reconstruct
evidence, and decide when to override the system.

These drills should be framed as resilience training with the
goal to preserve fallback capacity. Automation research shows
that operators may be most needed when automation fails,
even though automation can reduce their routine practice [3,6].
AI-off and AI-degraded practice directly address this problem
by keeping critical skills exercised, measurable, and available
during failure conditions.

Support self-reflection and usage awareness. Skill at-
rophy may be difficult for analysts to notice in day-to-day
work because AI assistance often improves short-term perfor-
mance [12]. A completed ticket, polished incident summary,
or plausible explanation can hide the fact that the analyst prac-
ticed less of the underlying reasoning process. Atrophy-aware

systems should therefore include lightweight mechanisms
for self-reflection and usage awareness. This draws on two
ideas from organizational psychology. First, intrinsic motiva-
tion matters: practitioners may value technical competence,
but workplace pressures around speed and ticket closure can
push skill maintenance aside. Prior work shows that external
rewards and performance pressures can undermine intrinsic
motivation under some conditions [5]. Second, reflection after
feedback can improve task performance [2]. In cybersecurity,
feedback about AI reliance should therefore prompt struc-
tured reflection: Which tasks am I delegating? Which skills
do I want to preserve? Where did I accept AI output without
reconstructing the evidence?

A concrete implementation could be a periodic “AI reliance
reflection” session. Analysts could receive private summaries
of how often they used AI assistance, which task categories
they used it for, how much time they spent in AI-assisted
versus unassisted work, and how often they accepted, revised,
or rejected AI suggestions. They could also complete similar
tasks with and without AI support to compare speed, accuracy,
confidence, and error detection. The goal would not be to
shame AI use or discourage appropriate assistance, but to
make invisible dependency visible and help analysts choose
where they need deliberate practice.

Transparency to support active oversight. Transparency
and explainability can help build appropriate trust and con-
fidence in an AI system. They can help analysts understand
which evidence informed an AI recommendation and poten-
tially support situational awareness and continued engage-
ment with the task [14]. However, explanations alone should
not be assumed to preserve skill or ensure effective over-
sight [21]. Atrophy-aware systems should therefore pair ex-
planations with active-engagement mechanisms, such as re-
quiring analysts to reconstruct the evidence, form an indepen-
dent judgment, or identify plausible ways in which the AI’s
recommendation could be wrong.

5 Conclusion and Future Directions

Human–AI teaming in cybersecurity may improve operations,
but efficiency is an incomplete design goal. If AI systems re-
duce opportunities for humans to practice critical security rea-
soning, then human oversight may become symbolic: present
in the workflow, but weak in practice. This concern is not
unique to cybersecurity, but cybersecurity makes it especially
consequential because humans are needed most when au-
tomation is least reliable: during novel attacks, ambiguous
evidence, adversarial manipulation, and high-impact response
decisions. Such teaming should therefore be designed not only
around trust calibration, appropriate automation, and shared
agency, but also around long-term skill retention. Treating
skill atrophy as a critical risk can help ensure that humans re-



main capable partners in the loop when their judgment matters
most. Several directions can support this goal.

Classify tasks by competency risk: Audit AI-assisted
workflows by mapping each task against human-skill crit-
icality and degree of AI delegation. A structured SOC review
can flag tasks needing skill-preserving safeguards.

Use AI-off and AI-degraded drills: Run regular drills
where analysts perform critical tasks without AI or with
flawed AI support. These exercises test error detection, evi-
dence reconstruction, and recovery from automation failures.

Support self-reflection: Provide analysts with private sum-
maries of AI reliance, including task types, usage frequency,
and assisted versus unaided performance, to highlight depen-
dencies and guide deliberate practice.
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