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Abstract

The proliferation of digital financial transactions has ex-
panded opportunities for fraud, prompting substantial invest-
ment in Al-driven detection systems by technology firms, fi-
nancial institutions, and regulators. Yet these systems continue
to exhibit high false-positive rates, and their outputs often lack
the interpretability that operational stakeholders require to act
on them confidently. This paper argues that Explainable Al
(XAI) that could satisfy analysts’ goals and needs in fraud
detection could better support their decision-making in the
high-stakes scenarios of fraud detection. Drawing on ongoing
semi-structured interviews with 21 fraud detection profession-
als, we identify key workflow pain points, characterize the
forms of explanation that practitioners find actionable, and
assess the risks of poorly implemented XAI. We conclude
with a discussion of implications for the design and evaluation
of XAI tools in fraud detection, grounded in the operational
realities practitioners described.

1 Introduction

Global losses attributable to fraud amount to billions of dol-
lars annually, e.g., USD 21 billion in the United States [5]
and €7.4 billion in the European Union [7] just in 2024.
Beyond direct monetary losses, fraud fuels broader societal
harms, including organized crime and drug trafficking [20].
Monetary and psychological costs of fraud are often borne
by companies and private individuals, many of whom are un-
able to fully recover their losses. Even when reimbursement
is provided, victims may face significant administrative bur-
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dens, reputation losses, and psychological stress following
victimization [2]. Together, these impacts underscore financial
crimes as a persistent and high-stakes societal challenge.

In response, governments, financial institutions, and tech-
nology companies have turned to Artificial Intelligence (AI)
systems to support the detection of fraudulent transactions.
These systems offer powerful capabilities for identifying
anomalous transaction patterns and predicting risky behavior.
However, their practical deployment is often constrained by
high false-positive rates and limited transparency. Wedge et
al. [19] quantitatively demonstrated that one in five blocked
financial transactions was fraudulent and that every sixth trans-
action was mistakenly flagged. When system outputs cannot
be meaningfully interpreted, particularly in the presence of
frequent errors, trust in automated decisions erodes, and hu-
man operators struggle to act on model recommendations.

This challenge has brought renewed attention to XAl in
supporting analysts in identifying fraudulent transactions. Yet,
we argue that existing approaches in this space often priori-
tize technical transparency over the operational and cognitive
needs of the diverse stakeholders who rely on these systems.
As a result, explanations risk overwhelming users without
supporting effective judgment or action in practice.

2 Related Work

2.1 Alin Fraud Detection

Three trends have led banks, law enforcement, and technology
companies to move away from traditional rules-based fraud
detection toward Al-powered tools [9]. First, the growing
volume of digital transactions renders conventional methods
insufficient to handle modern financial system complexities.
Second, fraud is highly adversarial — fraudsters continuously
adapt to circumvent static rule sets, whereas ML models can
ingest new patterns with fewer manual updates. Third, severe
class imbalance in transaction data, where fraudulent cases
are rare by nature, causes rules-based systems to either miss
fraud or over-generate false positives; ML approaches have



shown greater robustness to this through techniques such as
cost-sensitive learning [13]. Together, these pressures have
driven widespread adoption of Al-based detection across the
financial sector.

2.2 Explainable AI Approaches

There is no established consensus on the complete set of
techniques for XAlI, prior work shared the goal of making
an Al system’s functioning or decisions easy to understand
by people [6]. Following the seminal paper by Ali et al. [3],
XALI techniques can be divided by three broad categories:
data-based, complexity-based and model-based.

» Data: Techniques that calculate a weight for each input
variable, revealing how much influence that input has
on a model’s predictions. They can be local (explain a
single prediction) or global (explain model behavior).
LIME [16] is a seminal example of a local explanation,
whereas SHAP [12] can provide by local and global
explanations.

¢ Complexity: Simpler models like Linear Regression and
Random Forest are inherently explainable [1]. However,
previous studies across cyber security, healthcare and
fraud detection have shown that these models under-
perform "black-box" Neural Networks and Deep Learn-
ing models in anomalous detection, as these data are
highly non-linear and complex [18]. To overcome this
trade-off, post-hoc XAI techniques are implemented to
provide users with explanations.

* Model: Methods are either model-specific (tied to a par-
ticular algorithm) or model-agnostic (applicable across
ML models). In fraud detection, model-agnostic XAl
methods are preferred as they provide flexibility across
the heterogeneous ensemble of models typically de-
ployed in financial institutions [10].

Most prior work in XAl evaluates explanation effectiveness
through traditional Al performance metrics such as accuracy,
precision, and ROC-AUC, rather than how intended users
perceive or act on them [14]. To address this gap, we con-
ducted semi-structured interviews with fraud detection and
investigation professionals to understand how Al and explain-
ability could be integrated into their workflows. Specifically,
we would like to address three questions:

* RQ1: How are Al systems currently deployed in anti-
fraud operations and to what extent is explainability in-
tegrated into these systems?

* RQ2: Why do anti-fraud teams want explainability for
their Al tools? What are these explanations used for?

* RQ3: Which forms of Al-generated explanations (e.g.
graphical, risk scores, text) are perceived as most effec-
tive by anti-fraud teams?
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Figure 1: The fraud detection dashboard used as part of the
interview. Participants classified transactions, then explored
explanations (LIME shown) across five methods, rating trust
and mental load for each before a final reflection step.

3 Method

The following section describes the recruitment, interview
procedure and qualitative data analysis.

3.1 Recruitment

A total of 21 experts across 16 countries in Europe, North
America, Asia and Africa were recruited for this study, with
eight interviews completed as of the submission of this paper.
Participant demographics are summarized in Table 1. The
experts had an average of 7.26 years of experience in fraud
detection or investigation (SD = 3.13). Experts were recruited
through two channels - (1) snowball sampling of professional
contacts of the first author and (2) freelancers from a platform
called Upwork. Participants were included if they had at least
two years of experience in fraud detection, investigation, or
a related role; those without direct operational experience in
this domain were excluded. Each expert recruited through
Upwork were screened by a ten-minute introductory session
with the first author, where they would answer their experience
in fraud detection and knowledge of the workflow. Knowledge
of Al or XAI was not necessary for our study. Interviews
took place between May and August 2026. All experts were
compensated 30 Euros for their participation, with experts
recruited through Upwork compensated in accordance to the
platform’s Terms of Services.

3.2 Interview Protocol

Participants were informed about the data collection, storage
and analysis through a consent form prior to the interview.
The interviews were conducted remotely and recorded via
Zoom and transcribed using MAXQDA. All participants went



Table 1: Demographics of experts recruited for interviews (N=21). Yrs. = years of experience in anti-fraud operations.

ID Gender Yrs. Industry Position

Pl F 6.92  FinTech Product Manager

P2 F 8.75  FinTech Head, Anti-Money Laundering and
Fraud

P3 F 10.58 Banking Risk Consultant

P4 M 14.25 Consulting Fraud/AML Investigator

PS5 M 392  Consulting Senior Financial Crimes Consultant

P6 M 4.58  Government Lead Data Scientist

P7 M 6.83  FinTech Data Scientist

P8 F 12.92 Social Media Payment Risk/Fraud Senior Specialist

PO M 5.00  Banking Senior Consultant

PI0 M 10.00 Banking Senior Manager, Risk Management

P11 F 6.33  Government Assistant Director, Investigations

P12 M 3.50 Banking Data Scientist

P13 M 6.50  Banking Group Compliance Director

P14 M 9.00  Banking Lead Architect

P15 M 991  FinTech Chief Anti-Money Laundering and
Fraud Officer

P16 F 2.83  Government Compliance Officer

P17 F 4.00  FinTech Compliance Analyst

P18 F 6.25  Government Head of Fraud Reporting Operations

P19 F 4.00  Social Media Trust and Safety Specialist

P20 M 7.83  Consulting Consultant - Fraud Investigations and
Chargebacks

P21 M 8.50  FinTech Payment Disputes and Chargeback Spe-
cialist

through three parts for the interview - (1) Fraud Detection
Workflow, (2) Demands for Explainability and (3) Interaction
with Fraud Dashboard. To address RQ3, participants inter-
acted with a fraud detection dashboard created by the first
author (Figure 1), where financial transactions were explained
using SHAP, LIME, Counterfactuals, LLMs and Case-based
Reasoning, and rated which they thought was the best and
how much they trusted or understood the explanations. Rating
questions were adapted from prior interview-based studies on
XAI [4].

3.3 Data Analysis

For data analysis, the first author employed a hybrid inductive-
deductive thematic analysis [8], a choice suited to our ex-
ploratory research questions and the lack of practitioner input
in existing fraud-detection XAI frameworks. This dual ap-
proach integrated both top-down and bottom-up coding [15].
In the top-down deductive phase, initial codes were derived
from existing XAl literature in other high-stakes fields such
as cybersecurity [17] and healthcare [11]. To complement
these ideas and account for our limited prior experience in
fraud detection, we integrated a bottom-up inductive approach.
This allowed new codes and themes to emerge directly from
the participants’ accounts, bridging existing literature with
context-specific empirical insights. As of submission, all eight
completed interviews have undergone this coding process, and
the themes reported in Section 4 reflect this initial analysis;
coding will be revisited iteratively as remaining interviews are

completed. As data collection is ongoing, Section 4 presents
preliminary findings from the eight interviews conducted to
date.

4 Findings and Discussion

Preliminary findings from our ongoing interviews suggest
a nuanced view of how fraud detection professionals con-
ceptualize the role of Al in their work. Several participants
expressed reluctance toward full reliance on Al, raising con-
cerns such as hallucinations, imbalanced training data, and
the adversarial adaptability of fraudsters who may learn to cir-
cumvent automated detection. Accountability pressures from
external stakeholders were also noted as a reason to keep
human judgment central to consequential decisions, reflect-
ing broader tensions around trust calibration in high-stakes
security contexts.

However, participants did not dismiss Al outright. Some
articulated a complementary role for Al as a productivity aid,
one that could handle repetitive investigative tasks and rou-
tine data retrieval, freeing analysts for higher-order reasoning.
Notably, explanations emerged as a potential enabler of this
vision: participants suggested that Al could become more
useful if it could synthesize information across disparate tools
and sources into a coherent investigative narrative, rather than
surfacing isolated signals. This points to properly designed
explanations being an opportunity to support Human-Al team-
ing in fraud detection.



4.1 Integrating Al into Fraud Detection Work-
flows

Participants’ use of Al varied considerably by organizational
context. When applying risk scores to transactions, Al mod-
els such as XGBoost operated in near real-time with minimal
human involvement. P3 described a fully automated pipeline
where deep neural networks generate risk scores and trig-
ger tiered responses (e.g., auto-block, customer alert, analyst
review), with humans entering only to handle edge cases,
customer callbacks, data annotation, and model monitoring.
For investigations, participants described a more manual pro-
cess in which Al served primarily as a productivity aid. P4
said that he used Al to filter large volumes of transactions,
flagging surface-level anomalies, and compiling background
information, with human analysts retaining the responsibility
in making the final decision. Several participants noted using
commercial Large Language Models (LLMs) for what P2
called "lazy work" - automating routine searches and docu-
ment summaries, but still requiring human review to catch
gaps and verify accuracy. Across participants, a shared pat-
tern was that Al was most accepted when it acted as a starting
point for the fraud detection workflow, and not a substitute
for human decision-making.

4.2 Challenges with Al-assisted Fraud Detec-
tion

4.2.1 Hallucinations of AI Models

Concerns about Al inaccuracies surfaced across interviews.
Participants described LLMs conflating information from dif-
ferent entities, generating plausible but unverifiable narratives,
and producing outputs that required rereading multiple times
before the intended meaning was clear. P2 noted that even
a model with 75% accuracy rate will be well below what
would be tolerated from a human analyst and could translate
into significant compliance failures given the volume of cases
processed daily. P6 said that the hallucinations from LLM
outputs mean that they still required heavy human verification,
limiting their time-saving benefit.

4.2.2 Fraudsters adapting faster than Al

Several participants (P1, P2, P4 and P7) expressed concerns
that adversarial actors actively and rapidly learn to circumvent
automated detection. P7 described fraudsters as consistently
"two steps ahead," exploiting the gap between when new pat-
terns emerge and when models can be retrained. A related
concern was that rule-based Al systems become less effective
over time as fraudsters learn which thresholds and behaviors
trigger alerts, and adapt their transaction amount to circum-
vent these rules. P7 also noted that this dynamic made model
monitoring and regular rule effectiveness reviews a necessary
and ongoing human responsibility.

4.2.3 Regulatory pressure

A recurring challenge was the expectation that fraud decisions
remain explainable and defensible to regulators and senior
management. P2 described that under the Revised EU Pay-
ment Services Directive (PSD2), it was a legal requirement to
not only flag fraud correctly but to keep full documentations
of identified and missed cases, supported by an auditable trail.
Hence, Al tools that improve detection speed but operate as
black boxes are difficult to deploy in regulated environments
where human accountability is legally mandated. Several par-
ticipants described human-in-the-loop requirements not as a
preference but as a compliance obligation, with senior man-
agement sign-off required for high-risk decisions.

4.2.4 Unrealistic organizational expectations

A related tension emerged around the gap between what orga-
nizations expect Al to deliver and what it can currently do. P3
noted that some companies are already reducing compliance
headcount on the assumption that AI will replace analyst func-
tions — a view she considered premature given correction
rates she estimated at around 70%. P6 described a frustra-
tion common among newer analysts who expect to upload a
bulk of documents and receive a fraud verdict, when in reality
Al tools are only reliably useful for narrow, well-specified
tasks. This disconnect, several participants suggested, risks
both over-reliance on Al outputs and disillusionment when
those outputs require as much human verification as manual
work would have.

4.3 Views on Explainable AI

Participants’ preferences for explanation type were shaped
largely by their role and the time pressure of their workflow.
Analysts operating under high case volumes favored concise,
visual explanations that allowed fast triage. Several partici-
pants (P3, P4 and P7) preferred LIME-style feature impor-
tance displays in the fraud detection dashboard, describing
them as quick to scan and effective at highlighting the key
drivers of a risk score without requiring deep interpretation.
One noted that color-coded feature bars allowed experienced
analysts to pattern-match rapidly against known fraud typolo-
gies. SHAP outputs, while informative, were considered too
technical for front-line use without additional training. LLM-
generated narratives, though appreciated for their compre-
hensiveness, were seen as too verbose for workflows where
analysts might handle hundreds of cases per day. For inves-
tigators handling complex or high-value cases, the priorities
shifted. P1 valued similar-case comparisons, noting that see-
ing past confirmed fraud cases with matching patterns helped
build confidence in borderline decisions — and could serve
as a useful learning tool for less experienced analysts. This
divergence in requirements for details suggests that explana-



tion design may need to be role-sensitive rather than uniform
across a deployment.

A recurring desideratum across participants was for expla-
nations to synthesize signals across multiple data sources into
a coherent narrative, rather than surfacing isolated feature
scores. Critically, several participants (P2, P3 and P4) empha-
sized that explanations are of limited value without broader
transactional context: knowing that an amount exceeded a
threshold means little without knowing the customer’s pay-
ment history, typical spending behavior, the identity of the
recipient, and whether the destination is a known high-risk
jurisdiction. P6 described reviewing a transaction as inher-
ently requiring a longitudinal view — a single flagged event
only becomes interpretable against the backdrop of what the
customer normally does and who they normally transact with.
Several noted that their current tools do not provide this con-
text automatically, leaving analysts to manually reconstruct it
before a decision can be made.

5 Recommendations

Our findings suggest that while Al offers meaningful produc-
tivity gains, particularly in automating routine investigative
tasks, practitioners remain cautious about full reliance on
Al-driven decisions, citing concerns about hallucinations, ad-
versarial adaptation, and regulatory accountability. Critically,
explanations are not uniformly useful: their value depends
heavily on the role of the analyst, the time available for review,
and whether they incorporate sufficient contextual informa-
tion such as transaction history and recipient identity.

These findings point to several implications for organiza-
tions evaluating XAl investments. First, explanation design
should be role-sensitive: front-line analysts handling high
case volumes have different needs than investigators working
complex, high-value cases. Second, explanations that surface
isolated feature scores without broader transactional context
risk being ignored or misinterpreted in practice. Third, the
gap between organizational expectations of Al and its current
capabilities represents a deployment risk in itself: premature
reduction of human oversight, driven by overestimated Al
reliability, may undermine rather than support fraud detec-
tion effectiveness. We encourage future work to evaluate XAl
tools against concrete practitioner needs through application-
grounded user studies, rather than relying solely on computa-
tional performance metrics.
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